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Abstract

This article examines the data economy as a new domain of development, security, and
foreign-policy autonomy for Vietnam amid intensifying great power competition. Its purpose is to
clarify how Vietnam can generate economic value from data while protecting critical digital
infrastructure, sensitive data, and strategic room for manoeuvre. The study uses qualitative policy
analysis, comparative assessment of major data-governance models, and secondary statistical
evidence on Vietnam’s digital economy. The findings show that Vietnam has considerable potential:
the digital economy is expanding, consumer adoption of Al-enabled services is high, and the legal
framework for data governance is becoming more complete. Yet Vietnam’s data economy remains
constrained by fragmented data systems, limited domestic analytics capacity, insufficient data-
center infrastructure, dependence on foreign platforms, and uneven enterprise readiness. The article
argues that Vietnam should not choose between unrestricted openness and digital closure. It should
build connected digital autonomy: the ability to protect core and important data, maintain trusted
cross-border flows, diversify digital partnerships, and use ASEAN and other multilateral
mechanisms to shape practical rules for digital trade, data governance, cybersecurity, and Al.

AHHOTaUA

B crarbe paccMaTpuBaeTCsi 5KOHOMUKA JIaHHBIX KakK HOBBIM (hakTop pa3BuTHsI, O€301MacHOCTH
Y BHEILIHEeTO/IMTUUYeCKOM aBTOHOMUM BheTHaMa B yC/OBUSIX 00OCTpeHHsI KOHKYPEHIIMU BeTMKUX
JnepxkaB. Llenb wuccrienoBaHuss — OTpeJe/iuTh, KakuM o00pa3oM BbeTHaM MOKeT pa3BHBaThb
5KOHOMUKY [lJaHHBbIX, He yTpauuBasi KOHTDOJIl HaJ, KPUTUYECKH Ba)XHOM HH(OPMaLMIOHHON
MH(PaCTPyKTYpPOH M COXpaHssl OTKPBITOCTh /ISl MEXKAYHapOJAHOIr0 COTpyHUYecTBa. MeTozonorus
BKJ/IIOUAeT KaueCTBEHHBbIM aHa/lu3 MOMWTHUKH, CpPaBHUTE/NbHOE H3ydyeHHWe MOJesieil yIpaB/ieHus
manueiMu B CIIIA, Kutae, EBpomeiickom coto3e, Poccum u ACEAH, a Takke o006006ijeHue
BTOPUYHBIX CTAaTUCTUUECKUX [JaHHBIX O LIU(PPOBOM 5KOHOMKKe BreTHama. Pe3ynbTaThl mokasbiBatoT,
uyro BbeTHam 007a/jaeT 3HauuTe/NbHBIM TOTEHL[MAJIOM O/arofapsi pocTy LUQPOBOM 3KOHOMUKH,
BBICOKOM BOBJIEUEHHOCTH M0/Ib30BaTesiell B IM(PpoBble CepBUCHI M (HOPMHUPOBAHKIO HOBOU MPaBOBOU
6a3bl. OJHOBpPEMEHHO COXPaHSIOTCS OrpaHWYeHHsi, CBsi3aHHble C (parMeHTaluell [aHHBIX,
HEeXBaTKOM BBIYMCIUTETHHON MHPPACTPYKTYPhl, 3aBUCUMOCTbIO OT BHEIIHUX IyiaTdopM U craboi
aHa/IMTUUeCKON CrOCOOHOCThIO YacTh mpeAarnpusaTuii. IIpakThyeckoe 3HaueHWe UCC/IeJOBAHKS
coCcTOUT B OOOCHOBaHUM TOAX0[A «CBS3aHHOW LIM(POBOM aBTOHOMHH», COYETAIOLIero 3alfuTy
CyBepeHHbIX MHTEPeCOB, YIIPaB/sieMyl0 OTKPBITOCTb, JMBEePCU(HUKALMIO LIU(PPOBBIX NMapTHEPCTB U
aKTMBHOe yyacTve BbeTHaMa B () OpMHPOBaHMY perMOHa/IbHBIX MPaBU/ YIIpaB/IeHUs JaHHbIMHU.

Keywords: data economy, foreign policy, digital sovereignty, data governance, Vietnam,
ASEAN.

KiroueBble c/10Ba: SKOHOMMKA [laHHBIX, BHEIIHsI IIOJUTHKA, LM(POBOM CyBEepEHUTET,
yripaB/jieHue f1aHHbIMU, BeeTHam, ACEAH.
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CraTbsl TOATOTOB/IEHA IO pe3yabTaTaM MCC/Ae/j0BaTe/IbCKOr0 IpoeKTa, (UHAHCHUPYeMOro
Hunyiomarnyeckoli akajemueii BbetHama B 2026 — 2027 rozax, mo Teme «IIpumeHeHue 1[uPOBLIX
TeXHOJIOTUA BO BHEIITHEIKOHOMUUECKOW JesiTe/IbHOCTU: MEX/YHAPOJHBIM OMBbIT U YPOKU IS
BreTHama».

This article is the result of a research project funded by the Diplomatic Academy of Vietnam
in 2026 — 2027 titled “Application of Digital Technology in Foreign Economic Activities:
International Experiences and Lessons for Vietnam”.

Introduction

Data has moved from being a technical by-product of digitalization to a strategic economic
resource. It supports productivity, innovation, artificial intelligence, digital trade, financial
technology, logistics, public services and strategic forecasting. At the same time, data is inseparable
from cybersecurity, privacy, critical infrastructure, platform dependence and the external balance of
power. For an open and export-oriented economy such as Vietnam, data governance is therefore no
longer only a domestic regulatory issue; it has become a foreign-policy issue.

The central research question is: how should Vietnam’s foreign policy respond to the rise of
the data economy in the context of great power competition? The article argues that Vietnam should
avoid both extremes: unrestricted data openness, which may deepen technological dependence and
expose sensitive information, and a closed model of digital sovereignty, which may weaken
innovation, investment attraction and digital trade. The more appropriate direction is connected
digital autonomy: the capacity to capture value from data, protect critical data and infrastructure,
keep trusted cross-border data flows open, and participate actively in regional and global rule-
making.

The article contributes in three ways. First, it clarifies the distinction between the broader
digital economy and the narrower data economy. Second, it proposes a Development—Security—
Foreign Affairs framework for analysing the policy trade-offs around data. Third, it derives practical
implications for Vietnam’s diplomacy, including data diplomacy, controlled openness, ASEAN-
based rule-shaping, diversified digital partnerships and digital human-resource upgrading.

Materials and methods

The study applies a qualitative and comparative design. The first method is policy analysis of
major documents and regulatory instruments on data, digital transformation, digital trade and
cybersecurity, including Vietnam’s Law on Data, Resolution No. 57-NQ/TW, OECD work on data
regulation, and regulatory frameworks of the United States, China, the European Union and
ASEAN.

The second method is comparative institutional analysis, used to identify the logic of different
data-governance models and their implications for a medium-sized, highly open economy.

The third method is secondary-data synthesis. Indicators on Vietnam’s digital-economy value
added, data-center capacity and Al user interaction are used as proxies for the country’s emerging
data-economy conditions. These indicators do not directly measure the full value of data as an asset;
rather, they help identify the gap between rapid digital adoption and the deeper capacity to generate,
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clean, standardize, process, protect and commercialize data. The limitation of the study is that
enterprise-level data on data monetization and cross-border data flows remain scarce, which points
to an agenda for further empirical research.

Results and discussion

1. Analytical framework: connected digital autonomy

The data economy may be understood as the set of activities through which data is generated,
collected, processed, stored, shared, analysed and transformed into economic value. This concept is
narrower than the digital economy. The digital economy covers all activities enabled by digital
technologies, while the data economy focuses on the data value chain itself. The distinction matters
because a country may have high levels of digital consumption without mastering the higher-value
stages of data analytics, cloud infrastructure, AI development and platform governance [4; 9].

The article uses a Development—Security—Foreign Affairs framework. The Development pillar
refers to data as a production factor and an input for innovation. The Security pillar refers to the
protection of personal, important and core data, cybersecurity and critical digital infrastructure. The
Foreign Affairs pillar refers to the external dimension: digital trade negotiations, technology
partnerships, cross-border data rules, standards, and strategic balancing among major digital
powers. The center of the triangle is connected digital autonomy, which does not mean isolation but
controlled connection: keeping data sufficiently open for innovation while retaining sovereign
capacity over critical data and infrastructure.

The D-S-F Model

Data Policy Analytical Framework: The Triangle

DEVELOPMENT
Goal: Grow Data Economy

« Boost Productivity & Innovation

« New Business Models (e.g., E-commerce, Digital
Finance)

CONNECTED DIGITAL
AUTONOMY

Optimal National Data Policy
Mastery of Core Data & Infrastructure
Controlled Data flow & Global Access
Balancing Freedom & Security
FOREIGN AFFAIRS

SECURITY ) Goal: Set Global Rules
Goal: Protect Sovereignty ¢ > ¢ Tech Cooperation &
e Core & Important Data MARKET ACCESS & TECH DEALS Standards
Security Global Digital Trade Space « Shape Data Rules & Big
« Cybersecurity & Critical Data Influence

Infrastructure

Source: Proposed by the author

Figure 1. D-S-F Analytical Model for Data Economy [Authors’ own elaboration]

This framework reflects the central paradox of data policy. Data generates value when it
circulates, but circulation without governance can create vulnerability. Excessive restriction, by
contrast, can reduce productivity, weaken innovation and limit participation in digital trade.
Empirical studies [2; 10; 13; 15] show that data and digital transformation contribute to growth,
while data regulation can affect trade and market access depending on its design. Vietnam’s task is
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therefore not to choose between openness and control, but to design a hierarchy of data governance:
open data for innovation, trusted data sharing for business and public services, controlled cross-
border transfer for sensitive sectors, and protection for core and important data.

2. Vietnam’s data economy: potential, bottlenecks and vulnerabilities

Vietnam is entering a data-driven growth phase. The digital economy’s share in GDP
increased from 12.87 % in 2021 to an estimated 14.02 % in 2025, with value added reaching about
USD 72.1 billion [14]. These figures show a rising digital base, but they should be interpreted
carefully. They measure the broader digital economy rather than the data economy alone. The key
policy question is whether Vietham can move from large-scale digital use to higher-value data
processing, analytics, trusted data services and domestic platform capacity.

Table 1.
Share of Digital Economy Value Added in GDP
Year 2021 2022 2023 2024 2025
Share of Digital Economy in 12.87 12.83 12.98 13.22 14.02
GDP (%)
Digital Economy Scale (bil- 47.2 53.0 56.3 63.0 72.1
lion USD)
Growth Rate at Current Prices | 7.4 12.5 6.1 11.9 14.6
(%)
Source: National Statistics Office, cited in VnEconomy [14].
Table 2.
Data Center Capacity (MW) as of September 2025
Vietnam Singapore Thailand Malaysia Philippines Indonesia
Data Center Capa- | 55 1,000 350 690 180 330
city (MW)
Source: e-Conomy SEA 2025 [7].
Table 3.
Percentage of Daily AI User Interaction as of September 2025
Country Vietnam Singapore Thailand Malaysia Philippines Indonesia
Daily AI Interac- | 81% 65% 76% 74% 74% 80%
tion (%)

Source: e-Conomy SEA 2025 [7].

Tables 2 and 3 show the contrast between demand and capacity. Vietnam has very high daily
Al interaction, indicating a rapidly expanding user base and strong market readiness. Yet its data-
center capacity remains far below several regional peers. This mismatch implies that Vietnam may
generate large volumes of data while relying on external infrastructure and platforms for storage,
processing, Al services and monetization. In strategic terms, the bottleneck affects bargaining
power, cybersecurity, enterprise upgrading and the autonomy of digital policy.
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Vietnam’s institutional framework is improving. The Law on Data provides rules on data
building, development, protection, administration, processing and use; it also creates legal
foundations for the National Data Center and the National Synthetic Database [8]. Resolution No.
57-NQ/TW identifies science, technology, innovation and national digital transformation as a
decisive breakthrough, while emphasizing cybersecurity, data security and digital sovereignty [11].
The challenge now is implementation: data standards, interoperability, compliance capacity, data-
quality control, protection of sensitive data, and clear procedures for lawful data sharing.

Table 4.
SWOT Analysis of Vietham’s Data Economy
STRENGTHS WEAKNESSES
1. Vibrant digital market with 67.3 million smartphone 1. Failure to master the data value chain; limited to col-
users (2026); Southeast Asian leader in Al interaction lection and basic exploitation rather than high-value ana-
(81% daily) lysis
2. Rapidly growing data infrastructure 2. Lack of a unified, clean, and standardized national data
3. Significant legislative progress: PDPL (2026), Data platform with real-time updates
Law 2025, and Resolution 57-NQ/TW 3. Heavy reliance on foreign digital platforms
4. Established internal digital ecosystem connecting 4. Limited data exploitation capacity among domestic
domestic units with over 90 overseas representative firms, particularly SMEs
offices 5. Institutional framework is still nascent, lacking syn-

chronized enforcement mechanisms
6. Infrastructure gap compared to global standards; core
technology is largely imported

OPPORTUNITIES THREATS

1. Deep integration into new-generation FTAs to facilit- | 1. Intense major power competition within the digital

ate data flows and technology transfer sphere

2. Attracting high-quality FDI in digital infrastructure, 2. Cybersecurity risks, loss of digital sovereignty, and
data centers, semiconductors, and Al strategic data breaches

3. Utilizing Resolution 57-NQ/TW as a foundation for 3. Limited public and corporate awareness of data rights
comprehensive digital transformation and processing responsibilities

4. Potential to become a regional Data and AI hub due to | 4. Fierce competition from international Big Tech corpor-
strategic geopolitics and a young population ations

5. Economic diplomacy connecting global conglomerates
to Vietnam and supporting domestic partnership expan-
sion

Source: Authors’ own elaboration based on [7; 8; 11; 14].

The SWOT analysis indicates that Vietnam has strong market and institutional advantages,
but these advantages will not automatically become strategic capacity. If domestic bottlenecks in
infrastructure, analytics, data quality and enterprise readiness are not addressed, external
opportunities may deepen dependence on foreign cloud, Al and platform providers. Conversely, if
data governance becomes overly restrictive, Vietnam may lose access to innovation, capital, digital
services and regional markets. Connected digital autonomy therefore provides a practical middle
path: selective protection for sensitive domains, openness for non-sensitive data, and active
participation in rule-making.

3. Data governance models under great power competition

Great power competition makes data governance a geopolitical frontier. The United States
combines market-led innovation with stronger national-security controls over sensitive personal and
government-related data. Its Data Security Program, effective from April 2025, reflects the view
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that bulk access to sensitive data by countries of concern can create strategic risks [12]. China
follows a state-centered model in which data security, personal information protection and platform
governance are tied to sovereignty and national governance capacity [3]. The European Union
projects regulatory power through rules on data protection, data access, platform competition and
risk-based AI governance [5; 6]. ASEAN, through the Digital Economy Framework Agreement
process, offers a regional route toward interoperability, cross-border data flows and practical digital
trade rules [1].

For Vietnam, these models should not be copied mechanically. The U.S. model offers
innovation and advanced technology, but also shows the securitization of data. The Chinese model
demonstrates infrastructure capacity and state coordination, but also poses risks of excessive
control. The EU model offers trusted regulation and standards, but compliance may be costly for
smaller firms. ASEAN is not a complete substitute for global rule-making, but it gives Vietnam an
institutional buffer, reduces pressure to choose between digital blocs, and creates room to shape
rules that fit Southeast Asian development conditions.

4. Policy implications for Vietnam’s foreign affairs

The first implication is to institutionalize data diplomacy as a component of modern foreign
policy. Data diplomacy should cover negotiations on cross-border data flows, Al governance, digital
trade, cloud services, cybersecurity, technology standards and digital infrastructure. It also requires
better coordination among foreign affairs, public security, national defense, science and technology,
industry and trade, banking, enterprises and research institutions.

Second, Vietnam should operationalize controlled openness. Core and important data must be
classified, protected and monitored, while non-sensitive data should be made more usable for
innovation, public services, research and regional integration. This requires not only legal rules but
also data standards, interoperable platforms, audit mechanisms and predictable compliance
procedures for enterprises.

Third, ASEAN should be used as a rule-shaping platform. Vietnam can support practical rules
on data interoperability, privacy, cybersecurity, electronic transactions and digital services under
ASEAN mechanisms, especially DEFA. A regional approach helps Vietnam maintain openness
while avoiding excessive dependence on any single major power.

Fourth, digital partnerships should be diversified by function. Cooperation with the United
States can focus on Al, cloud, semiconductors, cybersecurity and innovation ecosystems.
Cooperation with the European Union should emphasize trusted governance, data protection and
responsible Al. Cooperation with China should be commercially practical but risk-aware, especially
in e-commerce, connectivity and industrial digitalization. Cooperation with Japan, South Korea,
Singapore, India, Australia and other partners should prioritize digital infrastructure, skills,
standards and enterprise upgrading.

Fifth, enterprises must treat data both as an asset and as a compliance responsibility. Domestic
firms, especially small and medium-sized enterprises, need internal data governance, lawful
processing, cybersecurity, cross-border data management and better analytics capacity. Finally,
digital human resources are decisive. Vietnam needs data scientists, data engineers, Al governance
specialists, cybersecurity professionals and diplomats who understand technology standards, digital
trade rules and data-driven strategic forecasting.
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Conclusion

The data economy is a new growth driver and a strategic frontier of foreign policy. For
Vietnam, the main issue is not whether to open or restrict data, but how to organize openness under
conditions of sovereignty, security and development. The Development—Security—Foreign Affairs
framework shows that data policy must be connected to productivity, digital infrastructure,
cybersecurity, international rule-making and national strategic autonomy.

Vietnam’s advantages are clear: a dynamic digital market, rising digital-economy value added,
high Al interaction, and a more complete legal framework. Its vulnerabilities are also clear:
fragmented data systems, insufficient data-center capacity, dependence on foreign platforms, limited
analytics capability, uneven enterprise readiness and implementation gaps. The policy response
should be connected digital autonomy. Vietnam should protect core and important data, keep trusted
data flows open, strengthen sovereign digital infrastructure, shape ASEAN rules, diversify digital
partnerships, and upgrade domestic firms and human resources. If implemented coherently, data
diplomacy can turn the data economy into both a source of growth and a foundation for strategic
autonomy in the digital age.
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